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The 200-day Problem
• Hackers continue to find ways to gain access to corporate systems. 

Once inside, they typically need 200+ days to survey the network, 
identify where the jewels are kept, gain access and execute their plans. 
They keep low profiles by deleting logs, communicating with various 
IPs/domains, etc. Often organizations only discover a breach when 3rd 
parties (customers, partners, law enforcement) inform them. 

• Threat researchers provide valuable intelligence about bad actors, 
IPs, URLs, files, etc. that can be used to identify malicious activity.  The 
massive volume of known-bad sources makes it nearly impossible to 
match this against all your traffic/activity, let alone look back over the 
past year to see if they’ve already been compromised.

Why Anomali?
• Anomali delivers earlier detection and identification of adversaries 

in your organizations network by making it possible to match tens of 
millions of threat indicators against your real time network activity logs 
and up to a year or more of forensic log data. The Anomali approach 
enables detection at every point along the kill chain, making it possible 
to mitigate threats before material damage to your organization has 
occurred.

• Anomali is the central hub to access, enhance and analyze threat 
intelligence – IOCs (indicators of compromise).

• Anomali allows organizations to make this information actionable by 
monitoring any network activity and detecting matches that show 
suspicious activity.

Trusted Sharing
Hackers routinely repeat their attack techniques 
from company A to B to C. These companies, 
unaware of the attacks their peers are seeing, 
have to defend themselves individually against 
the attackers. With Anomali Trusted Circles 
these organizations have a safe, confidential and 
efficient environment to share threat details with 
each other. Company-proprietary information 
can easily be extracted or masked to ensure the 
confidentiality of shared information. The entire 
community is safer as threat sharing increases. 
The Anomali suite allows companies to access and 
integrate intelligence from community members 
directly into their own security operations.

How it Works
Collect
• 3rd Party, Open Source, Customer-

Generated, Anomali Labs, Anomali 
Community

Enhance
• Normalize, Enrich, De-Dupe, 

Remove False Positives, Age-Out 
Expired IOCs

• Curated 24/7 by Anomali Labs

Match
• Compare IOCs to Live Traffic in 

Your Network
• Identify Relevant IOCs today or 

Anytime Over Past Year

Analyze
• Investigate IOCs, Understand 

Sources, Threat Type,   
Mitigate Strategies

Monitor
• Keep Track of Relevant IOCs, 

Alert of Suspicious Traffic Going 
Forward



Anomali Integrations

ThreatStream
 

Anomali offers the most 
comprehensive security 
solution for threat 
intelligence data for 
organizations of any size. The 
award winning ThreatStream 
threat intelligence platform 
helps you manage the 
curation and lifecycle of 
threat intelligence.

Anomali Enterprise

Anomali Enterprise focuses 
your security team on the 
threat intelligence that’s 
relevant, timely and specific 
to your organization. It 
enables an intelligence-driven 
SOC and expands your view 
into the breach exposure 
window past the limits of your 
SIEM.

Anomali Reports

Primarily for medium sized 
businesses, Anomali Reports 
provides the value of threat 
intelligence and a SIEM to 
those organizations that have 
neither. The service scans 
your logs looking for potential 
data breaches and provides a 
report with additional threat 
information.

Anomali Products Suite

*Popular Integrations



2317 Broadway, 3rd Floor, Redwood City, CA 94063 USA 
1-844-4-THREATS | info@anomali.com  | www.anomali.com 

Copyright ©2016 Anomali. All Rights Reserved.

Anomali Labs is the Research 
and Development arm of Anomali. 
Their mission is to conduct threat 
research and rapid prototyping 
for the purpose of enhancing and 
advancing customers’ mission-
critical security and hunting 
operations.

 
Modern Honey Net

• Anomali offers a free honeypot 
that has been deployed over 
5,000 times in organizations 
worldwide.

• The honeypot provides a 
safe environment to watch 
malicious activity, leveraging 
this intel within your own 
organization.

• As a member of the MHN 
community you benefit 
from the threat intelligence 
discovered across the entire 
community.

• Deploying honeypots is 
difficult: installing packages, 
managing honeypot sensors, 
setting up data flows, analyzing 
collected data. Anomali 
makes all of this easy with a 
simple, full-features, packaged 
Honeypot.

• Anomali created and launched 
the  Modern Honey Network 
and made it open sourced for 
the community.

• It can be deployed externally 
to identify who’s attacking 
you, or internally to identify 
threats within the firewall. It 
can even be deployed in cloud 
environments.


